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Backup

It has been reported that 6% of all PCs will suffer an episode of data loss in any given year*. On viewing these
statistics it becomes clear that combating data loss should be a high priority for any business in today’s
computer-reliant society.

There are several ways to tackle data loss, including disaster recovery plans, using reliable and tested
technology and backing up information. Backing up is the process of making copies of data which are used
to restore information in the event of data loss.

The additional copies are called backups and can be very useful in many events such as disaster recovery
situations, i.e. when data has been lost and need to be restored. Exactly how effective the restoration of data
and information is depends wholly on how frequently backups are made and what is backed up each time.

Why do you need backup?

Restoration may be necessary in a number of different scenarios. These include but are not limited to:
1) Accidental deletion

2) Disc failure replacement

3) The need to return to an earlier version of an installed program

E-commerce sites may find backup particularly beneficial because of their ever changing nature. If an E-
commerce business loses data they run the risk of losing every record of every order which has ever been
made. This can be particularly detrimental to business.

There are many ways to backup information. Files and applications can be backed up to many varieties of
storage media at pre-meditated time intervals.

Examples of storage media include magnetic tape, optical disks and hard disks and there are many more.
There are also several manners in which to back up data that incorporate various levels of recoverability. For
example backup to floppy disk was popular with home computer users during the late 1900s for relatively
small amounts of information. This form is almost obsolete now in home computing due to the introduction
of larger hard disks like the CD Rom.

For larger data storage, for example when backing up entire business server solutions it is recommended that
data is backed up to a large store. Backup and SAN servers provide a large storage area that is easily scalable
should an organisation need more space to save to.
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How often should you back up?

Backup schedules can be tailored to an organisation’s specific requirements. An internet service provider
will usually advise on how often information should be backed up, depending on the changeability of data
throughout daily, weekly or even monthly periods.

For large, high profile enterprises who indulge in E-commerce, there is every reason to backup at hourly
intervals because of the high frequency of transactions.

More than one backup in 24hours may be particularly useful for businesses that deal with mission critical
data. When determining a backup schedule a business should always consider the following questions:
1) How important is the data?

2) If data is lost can business continue?

3) How much data is amended and how often?

4) How many computers need to be backed up?

5) How much time is spent on office computers?

It is possible to save only data that changes rather than re-saving all data. This is called incremental backup.

Backing up multiple servers
Many organisations have a series of servers which need to be backed up. They can usually be backed up
to one server if all of the machines use the same Operating System.

Problems arise however, when networks of servers run on a combination of different platforms. A business
with three Windows servers and three Linux servers may find that it has to back up to several different
machines. This increases the amount of rack space needed to home the servers.

There are several negative factors in having to purchase multiple servers. For example:
e Initial cost - the more servers, the more expensive it becomes.
e If information is backed up to different machines it may require twice the work to re-load data in the
event of a roll-back.
e When two servers are used, twice the energy is needed to power them- this has both environmental
and monetary implications.
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The UKFast Solution - Cross Platform Backup Software

The way to combat the necessity for two backup machines is simple- use the same OS on all of your servers.
But if this is not practical, there is another solution.

UKFast has partnered with a software provider that allows cross platform backup. Once a business’s dedicated
server is loaded with the software it provides a wealth of benefits.

The software is Linux based and as such it is open source. It allows organisations to back up data from a
windows server to a Linux server. It also allows backup of a combination of Linux and Windows servers to
the single dedicated backup server. This is a solution that has helped hundreds of organisations to reduce
costs.

The software is called Bacula. It is particularly useful as an open source program because it is constantly
updated and contributed to by the internet community. This means the software is always growing, changing
and adapting to suit the needs of its users.

The Benefits of Bacula

Cross Platform Backup particularly useful to hosting providers and resellers as it reduces the amount of data
centre space which needs to be rented. The structure of the program allows integration of scripts, tools and
databases, giving users the ability to fully customise the software for their own requirements. Customers,
rather than hosting providers are able to make modifications to the software to suit their own requirements,
making backup and restoration simple.
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As a modular platform the software allows users to automate different services at the same time. They will
not affect each other, or perpetuate system overload. With cross-platform software the need for several
versions of software on different computers is also eliminated. There is no need to pay for multiple licenses
as your resources are consolidated onto one single server system.

Simple to install, the software is fast and it is intuitive - alerting based on job status is simple and effective.
The server software allows the end user to view jobs, history and setup from either a console based client
or a standard web browser.

Conclusion
Backup benefits all businesses, large or small, in the case of accidental data loss. A business should schedule
the amount of backups depending on quantity of data changed and the frequency in which it is updated.

It is particularly beneficial for mission critical sites such as E-commerce sites to be able to restore data in
the case of corruption or complete loss.

Often, several servers need to be backed up in one business or organisation. If the servers use different
Operating Systems they may previously have been backed up to different machines. However, with cross-
platform backup software it is possible to cut initial purchase costs and lower the cost of energy necessary
by backing up to one single server.
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